wXcs K NpeaynpexeHnio 6epeMeHHOCT, BO3MOXHOCTM NPOM3BOACTBA abop-
Ta B NeyeGHbIX YUpeXAeHUsX; OTCYTCTBUE HEOGXOANMbIX MPaBOBbIX 3HAHMI
0 BO3MOXHOCTM MO/YYEHUA COUMANLHO-NPABOBOW MOMOWM GepeMeHHbIMU
XKEHLNHAMM 1 OMHOKMMYU MaTepsiMU, HaNpUMep O Npase MOMeCTUTh BHeGpay-
HOTO peGeHKka B AOM peGeHKa; HeJoCTaTKM B 4esTeNbHOCTI OTAENbHbIX 3BEHbEB
OPTaHOB 34pABOOXPAHEHUA, BLIPAKAIOLUECA B HEOKAIAHUM CBOEBPEMEHHOI Me-

u coul noMoWyM No NpeaynpPeXAeHMio GepemMeHHo-
€T, NPOU3BOACTBY a6opTa, yCTPONCTBY peGeHKa B fOM PeBeHKa U T.4.; HU3KWii
YPOBEHb COLMaNbHO-NPOCBETUTENLCKOIA PaGOTLI CPeM HACENEHUS; NOACTpeKa-
TeNbCTBO CO CTOPOHBI 1LY, NPON3BOAAUIMX KPUMUHANbHBIE A6OPThI.

ns3 0 Hamu MOXHO CAenaTh BbIBOA,
UTO B 6O/LLWINHCTBE CIY4aeB MOTUB yGUACTBA HOBOPOX/AEHHOTO (OPMUPOBANCS
no/ BO3/JeiCTBUEM CNOXHOMN XUIHEHHOI CUTYaLun.

Hawe 06uiecTBo, Tepnsujee 3KOHOMUYECKOE M AYXOBHOE GeAcTeue,
CO3paeT B CeMbe 0CO6YI0 aTMOCHepy NOCTOAHHON TPEBOXKHOCTY, HeyBEPEHHO-
cTi, GecnoKolicTsa, oujylieHns BPaXAGHOCT OKpYXalouiero mupa. Cembs,
Hapywaemasn KOH(PNMKTaMM, MepecTaeT BbIMONHATL PONb LEHTPA NCUXoNoruye-
CKOIf 3aUMTbl, MECTA, B KOTOPOM OH HAXOAUT YCMIOKOEHME U OTAbIX, HE MOXeT
oCyWecTBNATbL (YHKLUW eCTeCTBEHHO W OCHOBHOW sAveiikn obujecTsa,
uTO B GONblUIEA CTENEHN U ABNAETCA OCHOBHOM NPeANOCHLINKO YBeNUYeHNs KO-
NMYecTBa y6UIACTB HOBOPOX/JEHHbIX AETel NX MaTepAMu.
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KPUMUWHONOTNYECKNA ACMEKT
KOMMbIO TEPHbLIX MPECTYNNEHUN

M. Npaconos
4 Kkypc, lopuanyecknii hakynbTeT
HayuHblii pykoBoguTens - gou. O.A. KaHawnHa

ABaguatb Mepeblii BEK - BPEMA TEXHONOTMYECKOTro Mporpecca W anek-
TPOHHbBIX TEXHONOTMA. OAHAKO OHW NPUHOCAT NONb3Y He TONbKO A06ponopA-
AOYHBIM TPRX/AHaM, HO M MPECTYMHNKaM, YTo TpebyeT IQPeKTUBHOI 3aWnTsl
OT HOBBIX TUMOB, CNOCOGOB U CPeACTB COBEPLIEHUA NPecTynneHnii. ns atoro
Heo6X0AMMO B MepBylo O4epeab BOCMPUHUMATL KOMMbIOTED W WHTEPHET Npo-
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CTPAHCTBO He KaK YTO-TO HECBOWCTBEHHOE MOBCEAHEBHON XM3HM, A KAK peafb-
HOCTb, B KOTOPO T8O T CTONb Xe nocTynku,
B TOM YNC/IE U NPECTYNNEHNS.

NaTteHTHOCTb KubepnpecTynnenunii coctasnfet B Poccuu - 90% [1].
Crtonb Gonbwas yndpa umeet pag npuunn: 1.ToTepneswne He 3HAIOT, 4TO
NPOTMB HUX GbINO COBEPWEHO MPECTyrneHne. OHU He MOHMMAIOT, YTO BUPYC,
KOTOPbIA YHUUTOXWUN WX (aiinbl W NPUYNHUA TeM cambiM yulepb, fenaet
MX XKepTBOA npecTynHuka. Mo AaHHbIM ONPOCOB, CPean nonb3osateneir MK
KepTBaMu BPEAOHOCHOTO MPOrpaMMHOr0 OGecrieyeHns, a, CreAoBaTeNbHO,
W KOMNbIOTEPHOTO NpecTynneHns ctanu okono 99%. 2. HexenaHne notepnes-
wero 06pawareCs B NPaBOOXPaHNTENbHbIE OPraHbl. 3. Y6bITKM OT paccnefosa-
HUA B KDYMHLIX OPraHW3auuax GYAYT 3HAUMTENbHO Bbille NPUYMHEHHOTO
yujepba. 4. BosA3Hb Ornacku KOMMEpYecKoii TaliHbl UM WHOW MHGopMauuu.
5. HepocTaTouHas ksanudvkayus cnegosateneii. 6. MexayHapogHblii xapak-
Tep NMpecTynHOCTM. YacTo MPecTyMHWK MOXEeT MPOXuBaTe B OAHON CTpaHe,
a coBepwarb NpecTynneHne Yepes MHTEPHET COBCEM B APYToii. [laHHOe 06CTOS-
TENbCTBO HECET OrPOMHbIE NPOGNEMbI ANS PAcCneoBaHNA, KOOPAUHALNY fen-
TENLHOCT CNeACTBNS.

[Lins 6onee athekTMBHON GOPLOLI C KOMNbLIOTEPHOI NPECTYNHOCTBIO HEOB-
XOAMMO Knaccuuyuposath «Kubep nNpectynHukos». CyljecTBylowmue KNacch-
(UKauMN BECbMa Pa3PO3HEHHbI 1 HE HECYT NPAKTUYECKOIA NONb3bI, M0ITOMY Ljene-
C006Pa3HO MPeANOXMUTL CNedyloulylo CUCTEMY pasfeneHus No KpUTepuaM: ypo-
BeHb BN1afiEHNA KOMMbIOTEDOM, MOTUBAM 1 LENAM COBEPLIEHUA NPECTYNNEHNS.

Mepsas rpynna npecTyMHUKOB HEAOCTATOMHO XOPOWO pasbupaercs B
KOMMbIOTEPHOI TEXHUKE U He UMeeT yMbIC/1A COBEPLINTL NpecTynnenue. B cu-
Ny CBOEIA HErpaMOTHOCTM, B TOM YUC/E U NPABOBOIA, MbITAIOTCA GECMNATHO UC-
N0/1b30BaTh KOHTEHT, CKaYMBasi 1 PAacnpOCTPaHss ero B CETU UHTepHeT. YacTo
[laHHble NPECTYMNEHNs CBA3AHbI C HApYLWeHUeM aBTOPCKMX NPaB, HO CTOUT OT-
MEeTUTb, YTO ANA TOTO, YTOGLI MPU3HATL AAHHOE MPaBOHAPYLWEHMe NPecTyne-
Huem no cTaTbe 146 YK, Heo6xoaum pasmep 50000 py6neii. MHorue U3 npaso-
HapyLleHNii «HeJ0TATUBAIOT» [0 NPECTYNNEHWIA, N 4acTO MrHOpUPYylOTCA npa-
BOOXPaHUTE/IbHBIMUM OpraHamy. Y MOTEHUMaNbHbIX MPECTYMHUKOB BO3HMKaeT
4yBCTBO U M BCeo ™, aB y TV aBTOpbI He-

cyTyuiep6 6onbie yem 50000 p.

Cnepyloujast rpynna npectynHUKOB UCMONb3YeT KOMMbIOTEPHbIE TEXHO-
NIOTAN Ha CPeiHEM YPOBHE, NOHUMAET NPECTYNHOCTL CBOMX AEACTBHIA 1 CoBep-
WaeT MX Yalle ¢ KOPLICTHBIM MOTUBOM. XapakTepHbl Credyloune npectynne-
HUA: KNeBeTa n 0CKOPG/IeHUe B MHTEPHETE, Pa3NNYHOTO PO/A BLIMOTaTeNbCTBA,
MOWEHHNYECTBO, PacMpOCTPaHeHne [eTCKOi MNOpHOrpaduy, CoBeplieHHble
C MCMONb30BAHNEM KOMMbBIOTEPHbIX TEXHONOTWIA.

TpeTba rpynna («xakepbl», «B3N0MIMKM») COYeTaeT Npo(eccuoHannm
¥ NPOrpaMMupoBaHue C 3NeMeHTaMy (haHaTM3mMa u u3obpetatensHocT. MoTus
ANS HUX - BbI30B WX TBOP v npod 3HaHMAM. Bospacr,




Kak npaBnio, 16-23 net, UMeoT KOMNbIOTEPHYI0 3aBMCMMOCTb. Llenb AaHHbIX
NpECTYNHUKOB He MaTepuanbHas BbITOJA, & CamMoyTBepxaeHue. OHM uacTo
HE 0CO3HAIOT 06U{ECTBEHHOI OMACHOCTI 1 NPOTUBONPABHOCTI CBOMX ACACTBUIA.
«HecmoTps Ha Pa3sBuUThI/i MHTENNEKT, MHOTWE U3 HUX MNOXO y4aTcs B wkone,
BY3e MM COBCEM He MOceujalT nx. HeKoTopbie U3 HIX COBCEM He UMEIT Apy-
3eii» [2]. OueHb 4acTo O6W|ECTBO BOCNPUHUMAET UX, KaK repoes, «PoGuH Ty-
fA0B». OfiHaKO NOAJO0GHbIE NPECTYNNeHUs MOTYT HeCcTU 6onbllylo 06LieCTBEH-
HYI0 OMACHOCTb N HAHOCUTb Cepbe3HbIli yulep6.

Cnepyloujasn rpynna - MPecTYMHUKN C YPOBHEM BNIafieHNA «XaKepa»
W Bbille, HO C KOPBICTHLIM YMbICIOM. CBOW TanaHT M 3HAHWS HanpasnaloT
Ha cosepuieHne npectynnenus. Kak npasuno, aTo nMua ¢ BLICWNM 06pa3oBa-
HUEM, CMIELMANUCTBI B 061ACTU 3alLUTa KOMMbIOTEPHON MHDOpMayun. K aaH-
HbIM MPECTYNNIEHUAM MOXHO OTHECTU WNUOHAX, MOLIEHHNYECTBO B KPYMHOM
pasmepe, NPeCTyMHble ONepauuin ¢ INeKTPOHHLIMM AeHbraMu, Teppopuam. Mo-
BefieHMe JaHHbIX MPECTYMHUKOB, KaK NMPaBuo, ABNAETCA 0GbIYHBIM ANS PARO-
BOTO rpaXAaHUHa U He COAEPXNT OTKNOHEHNH . OHI He UMENV Aena c npaBoox-
PaHUTENbHLIMU OPraHamu ¥ He Gbinv CyAuMbIMU. K KOCBEHHbIM MpU3HaKam
MOXHO OTHECTU BHUMATENbHOCTb, GAMTENLHOCTL, OCTOPOXHOCTb, OPUTUHAMb-
HOCTb (HECTaHJaPTHOCTb) MbILINEHNS U NTOBEJEHNS.

B cyyae rpamMmoTHOrO MCMO/b30BAHMA 3TOM KNaccuhuKaunm, BOIMOXHO
packpbiTh MpecTynneHue, NPegoTBPaTUTL HOBOE C HAMMEHbLINMM 3aTpaTamMy
n 6onblueii ckopocTbio. Peanun BpemeHn TpebytoT Gonee 3deKTUBHBIX U Gbl-
CTpbIX peleHuii B 60pb6e C KOMNbIOTEPHOI NPECTYNHOCTbIO. ECAN He nocneTs
3a 3TUM yDPOBHEM Ceiiuac, 0TNYCTUTh €ro, TO 3TO MOXET NPUBECTI K Heronpa-
BUMbIM N10CNIEACTBUAM B Gyayuiem.
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OMNblT OBOCHOBAHWA KOHUENUWN
BOCCTAHOBWTENBHOIO NPABOCYAUA B POCCUN

N. WecTakosa
5 Kypc, lopuAUYeCKuii hakynbTeT
HayuHblii pykoBoguTens - npod. B.A. JlasapeBa

AHanusupys yr p y aTeNbCTBO
MOXHO BbISIBUTb HECKONbKO TeHAEHWMii: 1) yHU(UKALMA yronoBHO-nNpouec-
cyanbHoil topmbl; 2) anddep us yr poueccyanbHoit hopmbl,

3[€Cb MOXHO NOAPa3AenuTh Ha NOABNEHNE a) YCNOXHEHHbIX npoueayp, 6) yn-
poujeHHbIX NpoLeayp. B nocnesHee BpeMA HaMeTUNACh elle 0AHA TeHAEeHUNA —



